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OVERVIEW
The Security Command Center (SCC) is a security management software platform providing an integrated graphical user interface for physical security operations across commercial, industrial, and critical infrastructure facilities. The system unifies Intrusion Detection Systems (IDS), Access Control Systems (ACS), and Video Management Systems (VMS) within a single command and control interface. The interface supports operator monitoring, analysis, and response to security events from a single point of control. SCC provides real-time three-dimensional (3D) situational awareness, displaying device status and event data across the monitored environment for operator review. The platform supports deployment across facility types including applications for the Department of Defense (DOD), Department of Energy (DOE), and critical infrastructure sectors.

SECTION INCLUDES
0. Security management software platform integrating Intrusion Detection Systems (IDS), Access Control Systems (ACS), and Video Management Systems (VMS)
0. Graphical user interface providing real-time three-dimensional (3D) situational awareness
0. Workstation hardware for hosting the software platform
0. Network interface hardware for system connectivity

RELATED SECTIONS
Drawings and general provisions of the Contract, including General and Supplementary Conditions and Division 01 Specification Sections, apply to this Section.
Section 28 05 00: Common Work Results for Electronic Safety and Security
Section 28 13 00: Access Control Software and Database Management
Section 28 23 00: Video Management System
Section 28 31 00: Intrusion Detection
[NOTE TO SPECIFIER: This product is applicable to multiple security and life safety system types. Retain only the Related Sections applicable to systems included in this project. Delete all others before issuing for construction.]

DEFINITIONS
0. General terms and abbreviations used in this Section:
4. ACS: Access Control System
4. IDS: Intrusion Detection System
4. TAA: Trade Agreements Act
4. TPM: Trusted Platform Module
4. VMS: Video Management System

REFERENCE STANDARDS
Materials and workmanship shall conform to the latest issue of all industry standards, publications or regulations referenced in this section and with the following references as applicable:
Cybersecurity:
5. ISO/IEC 11889, Information Technology - Trusted Platform Module Library
Environmental and mechanical:
6. ENERGY STAR, ENERGY STAR Program Requirements for Computers
Regulatory and jurisdictional approvals:
7. TAA, Compliant with the Trade Agreements Act for United States federal government procurement

SYSTEM DESCRIPTION
0. The system shall provide a unified software interface integrating Intrusion Detection Systems (IDS), Access Control Systems (ACS), and Video Management Systems (VMS).
0. The system shall provide real-time three-dimensional (3D) situational awareness display of monitored security devices and events.
0. The system shall support continuous 24-hour, 7-day-per-week operation in commercial, industrial, and critical infrastructure environments.
0. The system shall operate on a dedicated workstation platform running the Windows 10 IoT Enterprise Long-Term Servicing Channel (LTSC) operating system.
0. The system shall support integration with the security subsystem types identified in Part 2, Article SW-14, System Integrations.


SUBMITTALS
Pre-approval is required for systems and products before installation begins.
Action Submittals:
1. Product data sheets published by the manufacturer, including electrical specifications, output ratings, physical dimensions, and weight.
2. Installation instructions published by the manufacturer.

CLOSEOUT SUBMITTALS
0. Operation and maintenance documentation in accordance with Section 01 78 23.
0. Manufacturer warranty documentation.


DELIVERY, STORAGE, AND HANDLING
0. Refer to Part 2, Article 2-06, Environmental Ratings, for storage temperature and humidity limits.

WARRANTY
0. The manufacturer shall provide a warranty covering the following minimum periods from the trigger date established by the manufacturer:
13. Materials: 3 years.
13. Labor: 3 years.
13. Onsite service: 3 years.

(END OF SECTION)

PRODUCT
MANUFACTURERS
0. Basis-of-design manufacturer: PSG Global Solutions.
14. Telephone: 512.247.3700.
14. Email: sales@psgglobal.net.
14. Website: www.psgglobal.net.
GENERAL
0. The system shall function as a security management software platform providing centralized monitoring and control of Intrusion Detection Systems (IDS), Access Control Systems (ACS), and Video Management Systems (VMS).
0. The system shall provide a graphical user interface displaying real-time three-dimensional (3D) situational awareness of monitored security devices, zones, and events.
0. The system shall operate on a dedicated workstation platform, as specified in Article 2-03, Product Schedule and Model Identification.
PRODUCT SCHEDULE AND MODEL IDENTIFICATION
0. Product name: Security Command Center (SCC).
0. Software architecture: incorporates the manufacturer's LINX Predator Elite core.
0. Hardware configurations available for the workstation platform:
20. Configuration 1: tower workstation, as specified in Article 2-04.
20. Configuration 2: compact workstation, as specified in Article 2-04.
PHYSICAL CHARACTERISTICS
0. Configuration 1, tower workstation:
21. Chassis: tower form factor, manufacturer designation HP Z4 G4.
21. Dimensions (W x D x H): 15.2 in x 6.65 in x 17.5 in (38.6 cm x 16.9 cm x 44.5 cm).
21. Weight: 22.4 lb (10.2 kg).
0. Configuration 2, compact workstation:
22. Chassis: mini form factor, manufacturer designation HP Z2 Mini.
22. Dimensions (H x W x D): 8.5 in x 8.5 in x 2.28 in.
22. Weight: 4.6 lb.
I/O PORTS AND PHYSICAL CONNECTORS
Network connector information for both hardware configurations is specified in Part 2, Article N-01, Network Interface. [SPECIFIER NOTE: Source documents do not enumerate additional physical connectors, including USB, display, or audio ports. Obtain complete connector inventory from the manufacturer before issuing for construction.]
ENVIRONMENTAL RATINGS
Operating environmental ratings apply uniformly to both hardware configurations specified in Article U-04.
0. Operating temperature range:
23. Minimum: 50 degrees Fahrenheit (10 degrees Celsius).
23. Maximum: 95 degrees Fahrenheit (35 degrees Celsius).
0. Operating relative humidity range:
24. Minimum: 8 percent, non-condensing.
24. Maximum: 90 percent, non-condensing.
CERTIFICATIONS AND LISTINGS
0. ENERGY STAR, ENERGY STAR Program Requirements for Computers.
0. ISO/IEC 11889, Information Technology - Trusted Platform Module Library.
0. TAA, Compliant with the Trade Agreements Act for United States federal government procurement.
POWER REQUIREMENTS
Power requirements apply per hardware configuration specified in Article U-04.
0. Configuration 1, tower workstation:
28. Maximum peak power consumption: 1000 W.
28. Cooling requirement: 3425 BTU/hr.
0. Configuration 2, compact workstation:
29. Maximum peak power consumption: 280 W.
29. Cooling requirement: 1000 BTU/hr.
SERVER REQUIREMENTS
The software platform workstation shall meet the following minimum hardware requirements per configuration.
0. Configuration 1, tower workstation:
30. Operating system: Windows 10 IoT Enterprise LTSC High End, PKEA licensing.
30. Processor: Intel Xeon W-2235, 3.8 GHz, 2933 MHz, 6-core, 130 W.
30. Memory: two DDR4 2933 MHz ECC registered dual in-line memory modules.
30. Operating system drive: one HP Z Turbo Drive M.2 512 GB TLC solid-state drive, or comparable SAS, SSD, or NVMe drive.
30. Graphics card: NVIDIA RTX 4000, 16 GB, with 3 DisplayPort outputs and 1 USB-C output.
0. Configuration 2, compact workstation:
31. Operating system: Windows 10 IoT Enterprise LTSC High End, PKEA licensing.
31. Processor: Intel Xeon W-1250, 3.3 GHz, 2666 MHz, 6-core, 80 W.
31. Memory: one 16 GB DDR4 3200 MHz SODIMM, non-ECC.
31. Operating system drive: one Z Turbo Drive 512 GB, 2280 form factor, TLC solid-state drive, or comparable SAS, SSD, or NVMe drive.
31. Graphics card: one NVIDIA Quadro P620, 4 GB, standard cooler, MXM form factor.
USER INTERFACE
0. The system shall provide a graphical user interface with real-time three-dimensional (3D) situational awareness display of monitored security devices and events.
0. The interface shall present monitoring, analysis, and response functions for Intrusion Detection Systems (IDS), Access Control Systems (ACS), and Video Management Systems (VMS) from a single display environment.
SYSTEM INTEGRATIONS
0. The system shall integrate the following security subsystem types into a single software platform:
34. Intrusion Detection Systems (IDS).
34. Access Control Systems (ACS).
34. Video Management Systems (VMS).
CYBERSECURITY
The workstation platform shall provide the following security features, applicable to both hardware configurations specified in Article U-04.
0. Hardware security module: Trusted Platform Module (TPM 2.0)
0. Chassis intrusion detection switch
0. Setup and basic input/output system (BIOS) password protection
0. Input and output interface security controls
0. Lockable front bezel
0. Self-encrypting drives
0. Physical locking provisions: Kensington lock and padlock compatibility
0. Endpoint protection software: Dell Data Guardian and Dell Endpoint Security Suite Enterprise
MAP-BASED INTERFACE AND GIS
The system shall provide a three-dimensional (3D) situational awareness display of the monitored environment, including device status and event locations. [SPECIFIER NOTE: Source documents do not identify supported map or floor plan import formats, device icon placement methods, or multi-layer map support. Obtain from manufacturer before issuing for construction.]
NETWORK INTERFACE
Configuration 1, the tower workstation, provides one 1 Gbps Ethernet port (RJ45). Configuration 2, the compact workstation, provides one 1 Gbps Ethernet network interface card (PCIe, low-profile form factor). [SPECIFIER NOTE: Source documents do not state auto-negotiation capability, MDI/MDIX support, or additional network interface types. Obtain from manufacturer before issuing for construction.]
ACCESSORIES
The following accessories are included with each workstation hardware configuration specified in Article U-04.
0. Keyboard, United States layout
0. Optical mouse, model MS116, black
0. United States power cord
0. 9.5 mm DVD-writer optical disc drive


(END OF SECTION)

EXECUTION





DEMONSTRATION AND TRAINING
0. The Installer shall demonstrate operation of the system to the Owner's representative.
0. The Installer shall provide a minimum of one training session covering system operation, routine maintenance, and troubleshooting procedures.
0. Training shall be scheduled at the Owner's convenience prior to final acceptance.

CLEANING
0. Remove installation debris, packaging, and unused materials from the work area upon completion of installation.
0. Clean equipment surfaces using methods and materials recommended by the manufacturer.

CLOSEOUT ACTIVITIES
0. Deliver operation and maintenance documentation to the Owner's representative.
0. Deliver manufacturer warranty documentation to the Owner's representative.
0. Confirm that all equipment is operational and that the Owner's representative has accepted the installation.

(END OF SECTION)
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