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GENERAL

RELATED DOCUMENTS
Contract Drawings and the Construction Agreement, including any Amendments thereto, and Sections in Division 01, apply to this Section.

SUMMARY
0. This Section specifies a Video Management System (VMS) for digital video switching, distribution, display, and viewing within an integrated command and control environment.
0. The system shall integrate video with external event sources, including Access Control Systems (ACS), Intrusion Detection Systems (IDS), Intelligent Transportation Systems (ITS), and Command and Control Display Equipment (CCDE).
0. The system shall interface with Wide-Area and Long-Range Surveillance Thermal Imagers (WSTI and LRTI) and Ground Based Radar (GBR) devices through a SEIWG ICD compliant interface for automatic tracking.
0. The system shall replace analog closed circuit television (CCTV) matrix switching with a digital video switching and display architecture.
0. The system shall be deployable as a single site installation or as a multi-site regional deployment with a management server, distributed viewing clients, and video distribution servers.
a VICADS Server
b VICADS Video Broadcast Server
c VICADS Softwall
d VICADS Personal Viewer

RELATED REQUIREMENTS
0. Section 28 05 19.15: Network Video Recorders
0. Section 28 13 00: Access Control Software and Database Management
0. Section 28 21 00: Surveillance Cameras
0. Section 28 23 13: Video Management System Interfaces
0. Section 28 31 00: Intrusion Detection

REFERENCE STANDARDS
Referenced standards shall be the latest editions adopted as of the Project bid date, except that if an earlier edition is cited in a code or law adopted by the local Authority Having Jurisdiction (AHJ), that edition shall take precedence.
e Networking and communication:
· ONVIF, Open Network Video Interface Forum conformance for camera and device interoperability.
f Regulatory and jurisdictional approvals:
· DoD RMF, Department of Defense Risk Management Framework compliance.
· PL1N, DoD Protection Level 1 Network approval.
· PL1 through PL4, DoD Protection Level 1 through Protection Level 4 approval.
· USAF, United States Air Force approval for Protection Level 1 through Protection Level 4 use.

SUBMITTALS
0. Action submittals:
7. Product data sheets published by the manufacturer for each specified component, including hardware configuration, performance ratings, and physical dimensions.
7. Software and hardware part number schedule identifying each component and associated license.
0. Informational submittals:
8. Manufacturer warranty documentation.




WARRANTY
0. The manufacturer shall provide a minimum three-year standard limited warranty on all hardware components.
9. A five-year limited warranty option shall be available for all hardware components.
9. Extended five-year warranty part number for the VICADS Server, Video Broadcast Server, and Network Video Recorder components: 10-38001-001.
0. The warranty period trigger date shall be established by the Contract Documents.

(END OF SECTION)
PRODUCT
MANUFACTURED UNITS
0. VICADS Server
11. The VICADS Server shall function as an Active Directory domain controller for the video management system.
11. The VICADS Server shall host the system configuration and management interface and the system database.
11. The VICADS Server shall coordinate intelligent event handling and video switching for all system clients.
11. The VICADS Server shall provide a Network Video Recorder (NVR) interface.
11. The VICADS Server shall provide a SEIWG ICD compliant interface to Wide-Area and Long-Range Surveillance Thermal Imagers (WSTI and LRTI) and Ground Based Radar (GBR) devices for automatic tracking.
11. The VICADS Server shall interface with Command and Control Display Equipment (CCDE), Intelligent Transportation Systems (ITS), Intrusion Detection Systems (IDS), and Access Control Systems (ACS).
11. The VICADS Server shall support event priority assessment, automatic and manual call-up policies, automatic Pan-Tilt-Zoom (PTZ) presets, and intelligent queuing logic for multiple simultaneous event scenarios.
11. The VICADS Server shall provide a Geographic Information System (GIS) interface with an active tile map display, pan, scroll, and zoom controls, and automatic Ground Based Radar (GBR) tracking logic.
11. Hardware configuration:
8. Operating system: Microsoft Windows Server 2022, 64-bit, configured as a domain controller.
8. RAID controller: model P408i-a with Smart Storage Battery; supports RAID levels 0, 1, 5, 6, and 10.
8. Storage: two 960 GB SATA solid state drives configured as RAID 1 for the operating system, in an 8-drive low profile form factor (LFF) chassis.
8. Memory: two 16 GB PC4-2666V modules, 32 GB total.
8. Processor: two Intel Xeon Silver 4110 processors, 8 cores and 16 threads each.
8. Network interface: two 1 Gb RJ-45 ports.
8. Power supply: two 500 W power supplies, redundant configuration.
8. Power consumption:
7. Maximum at 120 VAC: 4 A.
7. Maximum at 240 VAC: 2 A.
8. Peripherals: two 1.83 m (6 ft) 10 A United States power cords.
8. Form factor: 2 rack units (RU), 3.5 inches, with lockable front bezel and dust cover.
8. Hardware model: 10-10000-003, VICADS Management Server 2022 HP.
11. Performance and system capacity:
9. Maximum servers: two typical; up to 51 maximum in a regional deployment, single sided or redundant, with concurrent or non-concurrent redundancy models.
9. Maximum Network Video Recorders: unlimited.
9. Maximum cameras: unlimited.
9. Maximum users: unlimited.
9. Maximum video clients: unlimited, in any combination of Personal Viewers, Softwalls, and Radar Walls.
9. Maximum regional child sites: 50.
9. Digital matrix switcher: interfaces with event sources and automatically delivers live and recorded video to Softwalls and Radar Walls.
9. User authentication: Active Directory integration with Kerberos security.
9. Configuration interface and database: secure, encrypted using Transport Layer Security (TLS), web based, PostgreSQL database.
9. Geographic Information System data format: Geography Markup Language (GML); database: PostGIS.
9. Supported video encoding protocols: Motion JPEG (MJPEG); MPEG-2 Transport Stream and Elementary Stream (TS and ES); MPEG-4; MPEG-4 Part 10 (H.264).
9. Device discovery protocols: Universal Plug and Play (UPnP); Open Network Video Interface Forum (ONVIF); National Marine Electronics Association (NMEA) protocol; GSauce; Bonjour.
9. Supported Pan-Tilt-Zoom (PTZ) control protocols:
12. Pelco D
12. Pelco P
12. Pelco ASCII
12. Bosch OSRD
12. Most TASS cameras
12. VICON
12. VICON NTCIP
12. VICON Native
12. Any camera on a Moog QuickSet Pedestal
12. Hurley IR
12. Allegiant Switcher
12. Sony VISCA
12. Philips LTC2600
12. COHU iDome
12. FLIR Nexus XML
12. ONVIF
12. NTCIP
12. Any other PTZ control protocol approved by the manufacturer for use with this product.
9. Video analytics options:
13. Video Motion Detection
13. Object Video (OV6)
13. AXIS VAPIX
13. Any other video analytics option approved by the manufacturer for use with this product.
11. Certifications:
10. DoD Approved for Protection Level 1 Network (PL1N) and Protection Level 1 through Protection Level 4 (PL1 through PL4).
10. DoD Risk Management Framework (RMF) compliant.
11. Environmental ratings:
11. Operating temperature range:
0. Minimum: 10 degrees Celsius (50 degrees Fahrenheit).
0. Maximum: 35 degrees Celsius (95 degrees Fahrenheit).
11. Non-operating temperature range:
1. Minimum: -30 degrees Celsius (-22 degrees Fahrenheit).
1. Maximum: 60 degrees Celsius (140 degrees Fahrenheit).
11. Operating humidity range:
2. Minimum: 8 percent relative humidity, non-condensing.
2. Maximum: 90 percent relative humidity, non-condensing.
11. Non-operating humidity range:
3. Minimum: 5 percent relative humidity, non-condensing.
3. Maximum: 95 percent relative humidity, non-condensing.
11. Altitude rating:
4. Operating maximum: 3050 m (10,000 ft).
4. Non-operating maximum: 9144 m (30,000 ft).
11. Maximum heat dissipation: 1979 British Thermal Units (BTU) per hour, per server.
11. Physical dimensions:
12. Height: 3.44 inches.
12. Width: 17.54 inches.
12. Depth: 28.75 inches.
12. Required rear clearance: 4 inches.
12. Weight: 19.5 kg (43 lbs).
0. VICADS Video Broadcast Server
12. The Video Broadcast Server shall function as a video stream replicator serving all video viewing clients distributed across the video network, including Personal Viewers, Softwalls, and Radar Walls.
12. The Video Broadcast Server shall accept Motion JPEG (MJPEG), JPEG snapshot, and Real Time Streaming Protocol (RTSP) as source streams.
12. The Video Broadcast Server shall deliver video over RTSP or MJPEG.
12. The Video Broadcast Server shall not perform transcoding of input video signals.
12. The Video Broadcast Server shall support clustered units that load balance and fail over automatically to manage bandwidth.
12. Hardware configuration:
5. Operating system: Microsoft Windows Server 2022, 64-bit, member server, configured with RAID.
5. RAID controller: model P408i-a with Smart Storage Battery; supports RAID levels 0, 1, 5, and 6.
5. Storage: two 960 GB SATA solid state drives configured as RAID 1 for the operating system, in an 8-drive low profile form factor (LFF) chassis.
5. Memory: two 16 GB PC4-2666V modules, 32 GB total.
5. Processor: two Intel Xeon Silver 4110 processors, 8 cores and 16 threads each.
5. Network interface: two 1 Gb RJ-45 ports.
5. Power supply: two 500 W power supplies, redundant configuration.
5. Power consumption:
7. Maximum at 120 VAC: 4 A.
7. Maximum at 240 VAC: 2 A.
5. Peripherals: two 1.83 m (6 ft) 10 A United States power cords.
5. Form factor: 2 rack units (RU), 3.5 inches, with lockable front bezel and dust cover.
5. Hardware model: 10-20003-004, VICADS Broadcast Server 2022 HP.
12. Performance and system capacity:
6. Supported video input formats: JPEG; MJPEG; MPEG-4 (RTSP); H.264 (RTSP).
6. Supported video output formats: MJPEG; MPEG-4 (RTSP); H.264 (RTSP).
6. Stream capacity examples with one Video Broadcast Server and teamed 1 Gb network interface cards:
2. 50 input by 50 output streams, Motion JPEG, 4CIF resolution, 30 frames per second, total bandwidth approximately 1073 Mbit/s.
2. 40 input by 40 output streams, Motion JPEG, 720P resolution, 15 frames per second, total bandwidth approximately 1034 Mbit/s.
2. 25 input by 25 output streams, Motion JPEG, 1080P resolution, 10 frames per second, total bandwidth approximately 955 Mbit/s.
2. 200 input by 200 output streams, MPEG-4 and H.264, 4CIF resolution, 30 frames per second, 2.6 Mbps each, total bandwidth approximately 1040 Mbit/s.
2. 175 input by 175 output streams, MPEG-4 and H.264, 720P resolution, 15 frames per second, 3.0 Mbps each, total bandwidth approximately 1073 Mbit/s.
2. 125 input by 125 output streams, MPEG-4 and H.264, 1080P resolution, 10 frames per second, 4.3 Mbps each, total bandwidth approximately 1083 Mbit/s.
6. Recommended network interface card loading: 50 percent of total available bandwidth.
6. Maximum users: unlimited.
6. Maximum servers: unlimited; multiple Video Broadcast Servers shall load balance and fail over automatically.
6. Output resolution functionally tested: 1080P at 30 frames per second.
12. Certifications:
7. DoD Approved for Protection Level 1 Network (PL1N) and Protection Level 1 through Protection Level 4 (PL1 through PL4).
7. DoD Risk Management Framework (RMF) compliant.
12. Environmental ratings:
8. Operating temperature range:
0. Minimum: 10 degrees Celsius (50 degrees Fahrenheit).
0. Maximum: 35 degrees Celsius (95 degrees Fahrenheit).
8. Non-operating temperature range:
1. Minimum: -30 degrees Celsius (-22 degrees Fahrenheit).
1. Maximum: 60 degrees Celsius (140 degrees Fahrenheit).
8. Operating humidity range:
2. Minimum: 8 percent relative humidity, non-condensing.
2. Maximum: 90 percent relative humidity, non-condensing.
8. Non-operating humidity range:
3. Minimum: 5 percent relative humidity, non-condensing.
3. Maximum: 95 percent relative humidity, non-condensing.
8. Altitude rating:
4. Operating maximum: 3050 m (10,000 ft).
4. Non-operating maximum: 9144 m (30,000 ft).
8. Maximum heat dissipation: 1979 British Thermal Units (BTU) per hour, per server.
12. Physical dimensions:
9. Height: 3.44 inches.
9. Width: 17.54 inches.
9. Depth: 28.75 inches.
9. Required rear clearance: 4 inches.
9. Weight: 19.5 kg (43 lbs).
0. VICADS Softwall
13. The Softwall shall provide an intelligent video switching and display matrix client that replaces analog closed circuit television (CCTV) matrix switching.
13. The Softwall shall integrate multiple event input sources, including Command and Control Display Equipment (CCDE), Intelligent Transportation Systems (ITS), Intrusion Detection Systems (IDS), and Access Control Systems (ACS).
13. The Softwall shall deliver real time automated video switching and display, intelligent video queuing, event priority processing, and situational awareness.
13. The Softwall shall associate each event with up to four cameras and shall dynamically change display layout to match the event configuration.
13. The Softwall shall support automatic Pan-Tilt-Zoom (PTZ) presets and intelligent queuing logic for simultaneous event scenarios.
13. The Softwall shall be deployable as an Intelligent Video Switcher or as an Intelligent Video Wall.
13. The Softwall, when deployed as an Intelligent Video Wall, shall support administrative command and control with automatic restart and shall not require a local operator interface.
13. The Softwall shall support the following event display modes:
7. Same Monitor mode: live and recorded images in split screen for up to four cameras and four events.
7. Separate Monitor mode: live and recorded images paired, full screen, for up to four cameras and two events.
7. Quad Monitor mode: live and recorded images, full screen, for up to two cameras and one event.
7. Single Event mode: live and recorded images, one event at a time, with varied displays, for up to four cameras.
7. Manual Control mode: live or recorded images for up to two cameras plus live images from one large resolution camera, for up to four monitors.
13. Hardware configuration:
8. Operating system: Windows 10 Enterprise Long-Term Servicing Channel (LTSC), on HP Z4 G4 hardware.
8. Processor: one Intel Xeon W-2133 processor, 3.6 GHz, six cores, with hyper-threading.
8. Graphics: one Nvidia Quadro P4000 graphics card, 8 GB, four output ports, maximum resolution 5120 by 2880.
8. Memory: two 16 GB DDR4-2666 ECC registered modules, 32 GB total.
8. Storage: one 480 GB SATA enterprise solid state drive.
8. Network interface: two 1 Gb RJ-45 interfaces standard; fiber network interface card options available.
8. Power supply: 1000 W custom power supply, wide ranging active power factor correction, 90 percent efficient.
8. Power consumption: 1.75 A (210 W) at 120 VAC, 60 Hz, per station.
8. Peripheral connections: six USB 3.1 Gen 1 Type-A ports (rear); four USB 3.1 Gen 1 Type-A ports (front); two USB 3.1 Gen 2 Type-C ports; one DVD-RW drive; one mouse; one keyboard. Monitors are not included.
8. Form factor: tower or rack mount, 4 rack units if racked; a workstation rack mount kit is required for rack mount configuration.
8. Hardware model: 10-20003-001, VICADS Softwall Workstation, Tower, Windows.
13. Performance and system capacity:
9. Maximum simultaneous events: configuration dependent, maximum of four per station.
9. Maximum cameras per event: up to four.
9. Maximum simultaneous video tiles: up to 48 per station, 12 per monitor.
9. Maximum tours: unlimited, maximum of 12 on display at each monitor.
9. Displays and resolution: four displays at High Dynamic Range (HDR) 4K or HDR 5K.
9. Supported layouts: 1x1, 2x2, 2x3, 3x2, 3x3, 3x3 plus 1 main, 3x4, 4x3, and 1 plus 2x2; portrait and landscape orientation supported.
9. Supported video encoding protocols: Motion JPEG (MJPEG); MPEG-2 Transport Stream and Elementary Stream (TS and ES); MPEG-4; MPEG-4 Part 10 (H.264).
9. User authentication: Active Directory integration with Kerberos security.
13. Certifications:
10. DoD Approved for Protection Level 1 Network (PL1N) and Protection Level 1 through Protection Level 4 (PL1 through PL4).
10. DoD Risk Management Framework (RMF) compliant.
13. Environmental ratings:
11. Operating temperature range:
0. Minimum: 5 degrees Celsius (40 degrees Fahrenheit).
0. Maximum: 35 degrees Celsius (95 degrees Fahrenheit).
11. Non-operating temperature range:
1. Minimum: -40 degrees Celsius (-40 degrees Fahrenheit).
1. Maximum: 60 degrees Celsius (140 degrees Fahrenheit).
11. Operating humidity range:
2. Minimum: 10 percent relative humidity, non-condensing.
2. Maximum: 85 percent relative humidity, non-condensing.
11. Non-operating humidity range:
3. Minimum: 10 percent relative humidity, non-condensing.
3. Maximum: 90 percent relative humidity, non-condensing.
11. Altitude rating maximum: 12,192 m (40,000 ft).
11. Heat dissipation, per station:
5. Typical: 1850 BTU per hour.
5. Maximum: 3084 BTU per hour.
13. Physical dimensions:
12. Height: 15.2 inches.
12. Width: 6.65 inches.
12. Depth: 17.5 inches.
12. Required rear clearance: 4 inches.
12. Weight: 17.3 kg (38.2 lbs).
0. VICADS Personal Viewer
14. The Personal Viewer shall provide a distributable video viewing and control station.
14. The Personal Viewer shall integrate with the Active Directory environment to deliver single sign on and domain administrator controlled camera lists selectable by the operator for viewing and control.
14. The Personal Viewer shall control fixed, Pan-Tilt-Zoom (PTZ), and thermal imaging cameras, with PTZ coordination policies for multiple operators sharing camera resources.
14. The Personal Viewer shall select tile layouts and shall create and store view arrangements and video tours for automatic surveillance rotation of video feeds.
14. The Personal Viewer shall control Softwalls operating in static display mode and shall push scenes, tours, scene tours, and views to those Softwalls. The Softwalls shall continue displaying the pushed content, including across restarts, until commanded otherwise.
14. The Personal Viewer shall host one VICADS Joystick Controller per station for operator Pan-Tilt-Zoom control.
14. Hardware configuration:
6. Operating system: Windows 10 Enterprise Long-Term Servicing Channel (LTSC), on HP Z4 G4 hardware.
6. Processor: one Intel Xeon W-2133 processor, 3.6 GHz, six cores, with hyper-threading.
6. Graphics: one Nvidia Quadro P4000 graphics card, 8 GB, four output ports, maximum resolution 5120 by 2880.
6. Memory: two 16 GB DDR4-2666 ECC registered modules, 32 GB total.
6. Storage: one 480 GB SATA enterprise solid state drive.
6. Network interface: two 1 Gb RJ-45 interfaces standard; fiber network interface card options available.
6. Power supply: 1000 W custom power supply, wide ranging active power factor correction, 90 percent efficient.
6. Power consumption: 1.75 A (210 W) at 120 VAC, 60 Hz, per station.
6. Peripheral connections: six USB 3.1 Gen 1 Type-A ports (rear); four USB 3.1 Gen 1 Type-A ports (front); two USB 3.1 Gen 2 Type-C ports; one DVD-RW drive; one mouse; one keyboard. Monitors are not included.
6. Form factor: tower or rack mount, 4 rack units if racked; a workstation rack mount kit is required for rack mount configuration.
6. Hardware model: 10-20000-001, Personal Viewer Station, Tower.
14. Performance and system capacity:
7. Maximum simultaneous video tiles: up to 12, plus one full screen.
7. Maximum cameras: unlimited.
7. Maximum users: unlimited.
7. Maximum tours: unlimited, maximum of 12 on display at once.
7. Maximum joysticks: unlimited in the system, one per station.
7. Supported layouts: 1x1, 2x2, 2x3, 3x2, 3x3, 3x3 plus 1 main, 3x4, and 4x3.
7. On-demand record feature: records any displayed video tile to a file on the local hard disk drive upon operator initiation, up to four tiles simultaneously.
7. Video snapshot feature: captures a single snapshot of any displayed video tile and saves it to the local hard disk drive as a JPEG file.
7. Full screen mode feature: opens any single displayed video tile in a separate full screen window.
7. Supported video encoding protocols: Motion JPEG (MJPEG); MPEG-2 Transport Stream and Elementary Stream (TS and ES); MPEG-4; MPEG-4 Part 10 (H.264).
7. User authentication: Active Directory integration with Kerberos security.
7. Pan-Tilt-Zoom control interfaces: VICADS Joystick Controller; on-video control; on-screen control.
7. Pan-Tilt-Zoom coordination: the system shall prioritize multiple operators for shared Pan-Tilt-Zoom camera control.
7. Supported Pan-Tilt-Zoom (PTZ) control protocols:
13. Open Network Video Interface Forum (ONVIF)
13. Pelco D
13. Pelco P
13. Pelco ASCII
13. Bosch OSRD
13. Most TASS cameras
13. VICON
13. VICON NTCIP
13. VICON Native
13. Any camera on a Moog QuickSet Pedestal
13. Hurley IR
13. Allegiant Switcher
13. Sony VISCA
13. Philips LTC2600
13. COHU iDome
13. FLIR Nexus XML
13. NTCIP
13. Any other PTZ control protocol approved by the manufacturer for use with this product.
14. Certifications:
8. USAF Approved for Protection Level 1 through Protection Level 4 (PL1 through PL4).
8. DoD Risk Management Framework (RMF) compliant.
14. Environmental ratings:
9. Operating temperature range:
0. Minimum: 5 degrees Celsius (40 degrees Fahrenheit).
0. Maximum: 35 degrees Celsius (95 degrees Fahrenheit).
9. Non-operating temperature range:
1. Minimum: -40 degrees Celsius (-40 degrees Fahrenheit).
1. Maximum: 60 degrees Celsius (140 degrees Fahrenheit).
9. Operating humidity range:
2. Minimum: 10 percent relative humidity, non-condensing.
2. Maximum: 85 percent relative humidity, non-condensing.
9. Non-operating humidity range:
3. Minimum: 10 percent relative humidity, non-condensing.
3. Maximum: 90 percent relative humidity, non-condensing.
9. Altitude rating:
4. Operating maximum: 3048 m (10,000 ft).
4. Non-operating maximum: 12,192 m (40,000 ft).
9. Heat dissipation, per station:
5. Typical: 1850 BTU per hour.
5. Maximum: 3084 BTU per hour.
14. Physical dimensions:
10. Height: 15.2 inches.
10. Width: 6.65 inches.
10. Depth: 17.5 inches.
10. Required rear clearance: 4 inches.
10. Weight: 17.3 kg (38.2 lbs).

LICENSE
0. Software licensing:
15. VICADS Server Software and Site License, Version 4, part number 10-40000-000.
15. VICADS System Redundancy License, Version 4, optional, part number 10-40000-001.
15. VICADS Server Software Regional license, Version 4, optional, part number 10-40000-REG.
15. VICADS Broadcast Server Site License, Version 4, part number 10-40003-000.
15. VICADS Softwall Software and Site License, Version 4, part number 10-40002-000.
15. VICADS Personal Viewer Site License, part number 10-40001-000.

ACCESSORIES
0. The following accessories are available for the specified video management system components:
16. Video System Joystick Controller, part number 10-50000-000, for Softwall Pan-Tilt-Zoom control.
16. Video System Joystick Controller, dual, part number 10-50000-000, for Personal Viewer Pan-Tilt-Zoom control.
16. Client Workstation Rack Mount Kit, 10 unit, part number 22-010001-000, for the Softwall workstation.
16. Dual Port 10GbE Fiber Optic network interface card, optional, part number 10-70001-000, for the Softwall workstation.
16. VICADS Management Server 2022 HP Spares Kit, part number 10-37000-001, for the VICADS Server.
16. VICADS Broadcast Server 2022 HP Management and Spares Kit, part number 10-37000-001, for the Video Broadcast Server.

SUBSTITUTIONS

(END OF SECTION)
EXECUTION








CLOSEOUT ACTIVITIES
0. The Contractor shall deliver operation and maintenance documentation to the Owner's representative.
0. The Contractor shall deliver manufacturer warranty documentation to the Owner's representative.
0. The Contractor shall confirm that all equipment is operational and that the Owner's representative has accepted the installation.

RECORD DOCUMENTS

(END OF SECTION)
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