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OVERVIEW
The Universal Field Panel Gateway (UFP-GW) is a cyber-native, Zero Trust access control and intrusion detection field panel that unifies and protects data across access control, intrusion detection, and industrial and operational technology (OT) environments. The system supports a combination of digital and analog inputs, allowing modernization of legacy physical security equipment without replacement of existing sensors or wiring. Each panel supports a maximum of 128 digital inputs and 16 doors. When paired with the manufacturer's Digital Encrypted Security Interface (DESI), the system provides end-to-end encryption and authentication of data from far-edge devices, including sensors, door hardware, and readers, to enterprise systems and the cloud. This encryption capability aligns with Executive Order 14028 Zero Trust requirements. The system is built on a Modular Open System Approach (MOSA) as a non-proprietary Internet of Things (IoT) device. It supports Commercial Off-The-Shelf (COTS) and Government Off-The-Shelf (GOTS) applications, with integrated database, compute, and Docker container services for third-party edge applications. The system supports modernization of intrusion detection, access control, fire, SCADA, and building control systems within a single unified framework. It has been tested and approved by Department of Defense (DoD) and Department of Energy (DOE) test laboratories at Technology Readiness Level (TRL) 9.

SECTION INCLUDES
0. Universal Field Panel Gateway (UFP-GW)
0. UFP Expansion Module 16 (UFP-EM16)
0. UFP Expansion Module 8 (UFP-EM8)
0. UFP Power Module 4 (UFP-PM4)
0. Digital Encrypted Security Interface (DESI) far-edge encryption and authentication

RELATED SECTIONS
Drawings and general provisions of the Contract, including General and Supplementary Conditions and Division 01 Specification Sections, apply to this Section.
Section 26 05 00: Common Work Results for Electrical
Section 28 05 00: Common Work Results for Electronic Safety and Security
Section 28 05 11: Cyber Security Requirements for Electronic Safety and Security
Section 28 14 11: Access Control Network Controllers
Section 28 14 15: Access Control Inputs and Outputs
Section 28 16 13: Access Control Interfaces to Intrusion Detection
Section 28 31 00: Intrusion Detection
Section 25 05 12: Cyber Security Requirements for Integrated Automation
[NOTE TO SPECIFIER: This product is applicable to multiple security and life safety system types. Retain only the Related Sections applicable to systems included in this project. Delete all others before issuing for construction.]

DEFINITIONS
0. General terms and abbreviations used in this Section:
5. ACS: Access Control
5. DESI: Digital Encrypted Security Interface
5. EM: Expansion Module
5. MQTT: Message Queuing Telemetry Transport
5. TRL: Technology Readiness Level
5. UFP: Universal Field Panel
5. UFP-GW: Universal Field Panel Gateway

REFERENCE STANDARDS
Materials and workmanship shall conform to the latest issue of all industry standards, publications or regulations referenced in this section and with the following references as applicable:
Electromagnetic compatibility:
7. 47 CFR FCC Part 15, Subpart B, Class B, Radio Frequency Devices.
Product safety:
8. UL 294, Standard for Access Control System Units.
9. UL 2610, Standard for Intrusion Detection Units.
10. UL 62638-2, Standard for Industrial Communication Networks.
Cybersecurity:
11. FIPS 140, Security Requirements for Cryptographic Modules.
12. FIPS 186, Digital Signature Standard.
13. FIPS 198, The Keyed-Hash Message Authentication Code.
14. NIST SP 800-90B, Recommendation for the Entropy Sources Used for Random Bit Generation.
Environmental and mechanical:
15. IEC 61000-4-2, Electromagnetic Compatibility, Electrostatic Discharge Immunity Test.
16. IEC 61000-4-5, Electromagnetic Compatibility, Surge Immunity Test.
17. RoHS, Restriction of Hazardous Substances.

SYSTEM DESCRIPTION
0. The system shall unify access control, intrusion detection, and industrial and operational technology (OT) event data within a single Zero Trust architecture.
0. The system shall support digital and analog field inputs to enable modernization of existing physical security equipment without replacement of existing sensors or wiring.
0. The system shall provide end-to-end encryption and authentication of data from far-edge sensors, door hardware, and readers to enterprise systems when paired with the manufacturer's Digital Encrypted Security Interface (DESI).
0. The system shall be constructed on a Modular Open System Approach (MOSA) as a non-proprietary device.
0. The system shall support Commercial Off-The-Shelf (COTS) and Government Off-The-Shelf (GOTS) application hosting through an open architecture.
0. The system shall support an unlimited number of gateways within a single system.
0. The system shall support a maximum of 16 expansion modules under a single gateway.


SUBMITTALS
Pre-approval is required for systems and products before installation begins.
Action Submittals:
1. Product data sheets published by the manufacturer, including electrical specifications, output ratings, physical dimensions, and weight.
2. Installation instructions published by the manufacturer.

CLOSEOUT SUBMITTALS
0. Operation and maintenance documentation in accordance with Section 01 78 23.
0. Manufacturer warranty documentation.


DELIVERY, STORAGE, AND HANDLING
Refer to Part 2, Article 2-06 for storage environmental limits.

WARRANTY – PSG TO PROVIDE

(END OF SECTION)

PRODUCT
MANUFACTURERS
Basis of design: Prometheus Security Group Global, Bergstrom Tech Center, Building 312, Suite 100, 6800 Burleson Rd, Austin, TX 78744. Telephone: (512) 247-3700. Email: Sales@PSGGlobal.net.
GENERAL
0. The Universal Field Panel Gateway (UFP-GW) shall be an open-architecture Internet of Things (IoT) device delivering authenticated data from far-edge field devices to the enterprise.
0. The system shall elevate analog field sensors and wiring to Information Technology (IT) and cybersecurity data-authentication standards while preserving existing analog wiring and sensor investments.
0. The system shall support modernization of intrusion detection, access control, fire, SCADA, and building control systems within a single unified, cyber-secure framework.
PRODUCT SCHEDULE AND MODEL IDENTIFICATION
0. UFP Gateway, model UFP-GW.
0. UFP Expansion Module 16, model UFP-EM16.
0. UFP Expansion Module 8, model UFP-EM8.
0. UFP Power Module 4, model UFP-PM4.
PHYSICAL CHARACTERISTICS
0. UFP-GW form factor:
22. Dimensions: 265.50 mm by 107.50 mm (10.45 inches by 4.23 inches).
22. Weight: 648.5 g.
0. UFP-EM16 form factor:
23. Dimensions: 265.50 mm by 107.50 mm (10.45 inches by 4.23 inches).
23. Weight: 692.5 g.
0. UFP-EM8 form factor:
24. Dimensions: 139.50 mm by 107.50 mm (5.50 inches by 4.23 inches).
24. Weight: 367.0 g.
0. UFP-PM4 form factor:
25. Dimensions: 52.5 mm by 107.50 mm (2.067 inches by 4.23 inches).
25. Weight: 167.5 g.
0. Mounting:
26. DIN-Rail TS-35 standard mounting.
26. Wall mount optional.
I/O PORTS AND PHYSICAL CONNECTORS
0. UFP-GW connectors:
27. Network: Two 1000BaseT Ethernet ports, designated ETH0 and ETH1.
27. Serial: Four RS-485 ports, designated COM0 through COM3, with two field changeable to RS-232.
27. Serial: One RS-485 port for expansion module downlink communication.
27. DESI-only channel terminal blocks: 16 channels, arranged as Channels 1 through 8 and Channels 9 through 16.
27. Unsupervised input/output terminals: four positions, labeled 1 through 4, with common ground.
27. Power input terminal: two positions, plus and minus.
27. Module-to-module connector for interconnection with expansion modules.
0. UFP-EM16 and UFP-EM8 connectors:
28. Dual channel terminal blocks supporting supervised or DESI inputs.
28. Relay output terminals in Form C configuration, each with Normally Closed (NC), Common (C), and Normally Open (NO) contacts.
28. Serial communication ports, designated COM1 through COM4 on the UFP-EM16.
28. Unsupervised input/output terminals: four positions, labeled 1 through 4, with common ground.
28. Module-to-module connector for interconnection with the UFP-GW or UFP-PM4.
0. UFP-PM4 connectors:
29. Power input terminal: two positions, plus and minus.
29. One RS-485 serial channel for gateway uplink communication.
29. Two module-to-module connectors for downstream expansion module connection.
29. Comms terminal: two positions, plus and minus, with ground.
0. Module-to-module connectors shall use part number 367691186.
ENVIRONMENTAL RATINGS
0. UFP-GW operating temperature range:
31. Minimum: -40 degrees Celsius.
31. Maximum: 70 degrees Celsius.
0. UFP-EM8, UFP-EM16, and UFP-PM4 operating temperature range:
32. Minimum: -40 degrees Celsius.
32. Maximum: 85 degrees Celsius.
0. Relative humidity range, all modules:
33. Minimum: 10 percent, non-condensing.
33. Maximum: 90 percent, non-condensing.
CERTIFICATIONS AND LISTINGS
0. Product safety listings:
34. UL 294, Standard for Access Control System Units.
34. UL 2610, Standard for Intrusion Detection Units.
34. UL 62638-2, Standard for Industrial Communication Networks.
0. Cybersecurity standards:
35. FIPS 140, Security Requirements for Cryptographic Modules, compliant Transport Layer Security (TLS).
35. FIPS 186, Digital Signature Standard.
35. FIPS 198, The Keyed-Hash Message Authentication Code.
35. NIST SP 800-90B, Recommendation for the Entropy Sources Used for Random Bit Generation.
0. Electromagnetic compatibility standards:
36. 47 CFR FCC Part 15, Subpart B, Class B.
36. IEC 61000-4-2, Electromagnetic Compatibility, Electrostatic Discharge Immunity Test.
36. IEC 61000-4-5, Electromagnetic Compatibility, Surge Immunity Test.
0. Test laboratory and supply chain approvals:
37. Tested and approved by Department of Defense (DoD) and Department of Energy (DOE) test laboratories.
37. NDAA, National Defense Authorization Act compliant.
37. TAA, Trade Agreements Act compliant.
37. BAA, Buy American Act compliant.
SUSTAINABILITY AND ENVIRONMENTAL COMPLIANCE
0. RoHS, Restriction of Hazardous Substances, compliant construction.
ACCESSORIES
0. Card and credential readers tested in pass-through mode:
39. HID.
39. Veridt Stealth.
39. Identiv.
39. Cheetah.
39. Bridgepoint.
39. Any other reader approved by the manufacturer for use with this product.
CONTROLLER CAPACITY
0. Maximum doors per panel: 16 doors.
0. Maximum digital inputs per panel: 128 digital inputs.
0. Maximum expansion modules per gateway: 16.
0. Maximum gateways per system: unlimited.
READER INTERFACE PORTS
0. Open Supervised Device Protocol (OSDP) reader ports: four per RS-485 serial port.
0. Legacy Wiegand reader ports, UFP-EM8 and UFP-EM16: one per serial port.
0. Serial port count available for reader connection: four RS-485 ports, with two field changeable to RS-232.
INPUT AND OUTPUT CONFIGURATION
0. Digital and analog input/output capacity:
47. Maximum sensor inputs: 128.
47. Maximum control relays: 64.
0. UFP-EM16 power relays:
48. Quantity: 8, Single Pole Double Throw (SPDT), Form C rated.
48. Resistive rating: 10 A at 120 VAC.
48. Resistive rating: 8 A at 30 VDC.
48. Inductive rating: 5 A at 120 VAC.
48. Inductive rating: 4 A at 30 VDC.
0. UFP-EM8 power relays:
49. Quantity: 4, Single Pole Double Throw (SPDT), Form C rated.
49. Resistive rating: 10 A at 120 VAC.
49. Resistive rating: 8 A at 30 VDC.
49. Inductive rating: 5 A at 120 VAC.
49. Inductive rating: 4 A at 30 VDC.
0. Unsupervised input/output count:
50. Per device (UFP-GW, UFP-EM8, or UFP-EM16): 4.
0. Auxiliary output power for expansion modules and readers:
51. Voltage: 12 VDC.
51. Current: 4 A.
HOST COMMUNICATION
0. Host communication interface: two 1000BaseT Ethernet ports.
0. Supported host integration protocol: Message Queuing Telemetry Transport (MQTT).
0. Open Application Programming Interface (API) and Software Development Kit (SDK) available for third-party integrations.
0. Encryption between controller and host: Federal Information Processing Standard (FIPS) 140 compliant Transport Layer Security (TLS).
DOWNSTREAM COMMUNICATION
0. Downstream bus interface: one RS-485 port for expansion module communication.
0. Default downstream data rate and distance:
57. Data rate: 1 Mbit/s.
57. Distance: 100 m.
0. Configurable downstream data rate and distance for extended runs:
58. Data rate: 115 kbit/s.
58. Distance: 2000 ft.
0. Maximum downstream expansion modules per gateway: 16.
0. Module-to-module connector power and communication: 12 VDC at 4 A, plus communication conductors, part number 367691186.
EXPANSION AND SCALABILITY
0. Expansion module types supported: UFP-EM16, UFP-EM8, and UFP-PM4.
0. Maximum expansion modules per gateway: 16.
0. UFP-GW Digital Encrypted Security Interface (DESI) channel capacity:
63. Channels: 16.
63. Supported DESI count: 64, in any mix.
0. UFP-EM16 Digital Encrypted Security Interface (DESI) channel capacity:
64. Channels: 16.
64. Supported DESI count: 64.
0. UFP-PM4 shall be used for power expansion or remote deployment of expansion modules away from the gateway.
ENCRYPTION AND SECURE CHANNEL
0. Cryptographic hardware features:
66. Trusted Platform Module (TPM) 2.0.
66. Secure boot.
66. Secure key storage.
66. Signed firmware.
0. Cryptographic protocol compliance:
67. FIPS 140 compliant Transport Layer Security (TLS).
67. FIPS 186, Digital Signature Standard.
67. FIPS 198, The Keyed-Hash Message Authentication Code.
67. NIST SP 800-90B compliant entropy source.
67. SHA-256 One-Time Password (OTP).
67. ECC-P256 elliptic curve cryptography.
0. Far-edge device encryption, when paired with the manufacturer's Digital Encrypted Security Interface (DESI):
68. The system shall provide end-to-end encryption and authentication of data from far-edge devices, including sensors, door hardware, and readers, to enterprise systems and the cloud.
68. All data shall be authenticated, verified, and encrypted before it is trusted or consumed.
WIRING AND SUPERVISION
0. Supervised input capacity in lieu of Digital Encrypted Security Interface (DESI) per port:
69. UFP-EM8: 8 legacy supervised inputs.
69. UFP-EM16: 16 legacy supervised inputs.
0. Supervision range, Option W:
70. Minimum: 100 ohms.
70. Maximum: 50,000 ohms.
NETWORK INTERFACE
0. Ethernet port count, UFP-GW: 2.
0. Ethernet port speed: 1000BaseT.
SUPPORTED NETWORK PROTOCOLS
0. Application protocol: Message Queuing Telemetry Transport (MQTT).
0. Security protocol: FIPS 140 compliant Transport Layer Security (TLS).
0. Open Application Programming Interface (API) and Software Development Kit (SDK) available for third-party integrations.
SYSTEM SOFTWARE AND FIRMWARE
0. Operating system platform: Ubuntu Core 22.04.5 LTS.
0. Cybersecurity firmware features:
77. Signed firmware.
77. Antivirus.
77. Cyber secured operating system, Risk Management Framework (RMF) Security Technical Implementation Guide (STIG) compliant.
0. Application hosting: Docker container services for third-party edge applications.
0. Database services:
79. PostgreSQL.
79. Trusted Platform Module (TPM) protected secure storage.
POWER REQUIREMENTS
0. UFP-GW and UFP-PM4 power input range:
80. Minimum: 10 VDC.
80. Maximum: 48 VDC.
0. UFP-EM8 and UFP-EM16 power input: 12 VDC nominal, from UFP-GW or UFP-PM4.
0. Power output for expansion modules and readers:
82. Voltage: 12 VDC.
82. Current: 4 A.
0. UFP-GW power consumption:
83. At 12 VDC input: 450 mA, 5.4 Watts.
83. At 24 VDC input: 350 mA, 4.2 Watts.
0. UFP-EM8 power consumption:
84. At 12 VDC input: 350 mA, 4.8 Watts.
84. At 24 VDC input: 250 mA, 3 Watts.
0. UFP-EM16 power consumption:
85. At 12 VDC input: 500 mA, 6 Watts.
85. At 24 VDC input: 300 mA, 3.6 Watts.
0. UFP-PM4 power consumption:
86. At 12 VDC input: 20 mA.
86. At 24 VDC input: 15 mA.
ENCLOSURE AND HOUSING – PSG TO PROVIDE ADDITIONAL INFORMATION
0. Mounting:
87. DIN-Rail TS-35 standard.
87. Wall mount optional.
0. Form factor: refer to Part 2, Article 2-04, Physical Characteristics.


(END OF SECTION)

EXECUTION

PSG TO PROVIDE ADDITIONAL INFORMATION FOR INSTALLATION



DEMONSTRATION AND TRAINING
0. The Installer shall demonstrate operation of the system to the Owner's representative.
0. The Installer shall provide a minimum of one training session covering system operation, routine maintenance, and troubleshooting procedures.
0. Training shall be scheduled at the Owner's convenience prior to final acceptance.

CLEANING
0. Remove installation debris, packaging, and unused materials from the work area upon completion of installation.
0. Clean equipment surfaces using methods and materials recommended by the manufacturer.

CLOSEOUT ACTIVITIES
0. Deliver operation and maintenance documentation to the Owner's representative.
0. Deliver manufacturer warranty documentation to the Owner's representative.
0. Confirm that all equipment is operational and that the Owner's representative has accepted the installation.

(END OF SECTION)
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